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Technical Guide:
Encrypted Data Backups

1 CardinalByte Expert Insight

In aransomware attack, your backup is your only lifeline. However, hackers now actively look for
your backups first to delete them before they encrypt your main files. A backup that is "plugged
in” to the computer is not safe. You need the "3-2-1 Rule.”

2 Why It Is Required

The IRS Security Six requires "backup software/services” to ensure tax data can be recovered in
case of a disaster or cyberattack.

3 Regulatory Body

IRS (Pub. 4557) and FTC Safeguards Rule.

4 How to Implement

Follow the 3-2-1 Rule: 3 copies of your data, on 2 different media types, with at least 1 copy kept
"Offsite” and "Offline.”

5 Step by Step Instructions

1. Identify Data: Locate your tax software database, client PDF folders, and email archives.

2. Select Solution: Use an encrypted cloud backup service (e.g., Backblaze Business or IDrive)
that supports "Version History.”

3. Encryption Key: Ensure your backup is encrypted with a "Private Key” that only you know.

4. Offsite/Offline: If using an external drive, rotate it weekly and take it home. Do not leave
it connected to the office network.

5. Test Restores: Monthly, try to "Restore” a single folder from your backup to ensure the
data isn't corrupted.
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6 Tactical and Operational Checklist

O Automatic daily backups confirmed via logs.
O Backup data is encrypted at rest.
O "Immutable” or "Ransomware-proof” storage enabled (prevents deletion).

O Successful test restore performed within the last 30 days.

7 ExpertTip

A backup is only as good as your last successful "Restore.” Many firms pay for backup services for
years only to find out during a crisis that the files were never actually being saved correctly. Test it

monthly!
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