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IRS SECURITY SIX:
Encryption

1 CardinalByte Expert Insight

Encryption is the process of scrambling data so that it can only be read by someone with the
correct key. For a tax practice, encryption must cover "Data at Rest” (on your hard drives) and
"Data in Transit” (emails sent to clients).

2 Why It Is Required

The Gramm-Leach-Bliley Act (GLBA) and the FTC Safeguards Rule require that sensitive customer
information be encrypted both while stored on your systems and while being transmitted over
networks.

3 Regulatory Body

FTC (Federal Trade Commission) and IRS (Pub 4557).

4 How to Implement

Full Disk Encryption (FDE) should be active on every laptop and desktop. For data transmission,
move away from standard email attachments and utilize secure client portals or encrypted email
services.

5 Step by Step Instructions

1. Windows Devices: Enable BitLocker through the Control Panel. Save the recovery key
offline.

2. Mac Devices: Enable FileVault in System Settings.
3. External Drives: Use encrypted USB drives for any physical backups.

4. Email: Implement a portal solution (like Citrix ShareFile or similar) for exchanging returns
with clients.
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6 Tactical and Operational Checklist

O BitLocker/FileVault active on all firm workstations.
O No PII sent via unencrypted standard email.
O Mobile phones used for business are encrypted and passcode protected.

O Cloud storage (OneDrive/Google Drive) sync folders are protected.

7 ExpertTip

If a laptop is stolen, encryption is your “Safe Harbor.” In many jurisdictions, you may not be required
to report a data breach if you can prove the stolen device was fully encrypted.
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