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IRS SECURITY SIX:

Firewalls

1 CardinalByte Expert Insight

A firewall is your digital perimeter. It monitors incoming and outgoing traffic and blocks sus-
picious data based on defined security rules. For CPAs, a properly configured firewall prevents
hackers from scanning your office network for open ports.

2 Why It Is Required

The IRS Publication 4557 includes Firewalls as a fundamental requirement for a secure tax office
environment.

3 Regulatory Body

IRS and NIST (Small Business Framework).

4 How to Implement

Use a combination of "Hardware Firewalls” (at the router level) and "Software Firewalls” (built
into Windows/MacOS). For firms with physical offices, a "Next-Generation Firewall” (NGFW) is
recommended.

5 Step by Step Instructions

1. Check Settings: Ensure Windows Defender Firewall is "On” for Public, Private, and Domain
networks.

2. Router Security: Log into your office router and disable "UPnP” (Universal Plug and Play).
3. Inbound Rules: Set your firewall to "Deny All” by default for incoming traffic.

4. Logging: Enable firewall logging to track attempted intrusions.

6 Tactical and Operational Checklist

O Windows/Mac firewall active on all user machines.

O Business-grade router installed (No consumer/home routers).
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O Default passwords changed on all networking equipment.

O Remote management of router disabled from the internet side.

7 Expert Tip

The firewall built into your ISP's modem is usually not enough. Consider a dedicated security appli-
ance that provides Content Filtering and Intrusion Prevention Services (IPS).
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