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Operational Log:

Tabletop Exercise (Incident Testing)

1 CardinalByte Expert Insight

A “Tabletop Exercise” is a verbal rehearsal of your Incident Response Plan. You sit down with
your team for 30 minutes, present a scenario (e.g., “The office manager just clicked a phishing
link and all our files are turning into .crypt files”), and walk through the IRP. This log is the proof
that you are prepared.

2 Why It Is Required

Auditors under the **FTC Safeguards Rule** look for evidence of “Testing and Monitoring.”
A Tabletop Exercise is the standard way to test your Incident Response Plan without actually
causing a real disruption.

3 Scenario: Ransomware Attack

The Set-up: It is Monday morning of tax week. The main server is inaccessible. A notepad file
on the desktop says all data is encrypted and demands 2 Bitcoin.

4 Discussion Points

1. Who is the first person notified?

2. Are the backups stored in a way that they aren’t also encrypted?

3. At what point do we call the IRS Stakeholder Liaison?

4. How do we continue working if the office network is down for 48 hours?

5 Exercise Record

Date of Exercise

Participants

Scenario Tested Ransomware / Data Breach / Lost Laptop

Gaps Identified

Action Items
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6 Tactical and Operational Checklist

� Annual Tabletop Exercise completed and logged.

� Incident Response Plan updated based on exercise findings.

� All staff participated in the discussion.

� Management sign-off on the exercise results.

7 Expert Tip

Don’t make the scenario too easy. The goal is to find where your plan fails. If you realize during the
exercise that nobody has the phone number for your cyber-insurance carrier, that’s a win—now you
can go add it to the plan before a real emergency happens.
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