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Operational Guide:

Monitoring Access Logs

1 CardinalByte Expert Insight

Collecting logs is useless if nobody looks at them. Monitoring access logs allows you to spot
"Impossible Travel” (a user logging in from New York and then London 10 minutes later) and
odd-hours activity.

2 Why It Is Required

Continuous monitoring is a pillar of the FTC Safequards Rule. It ensures that unauthorized
access is caught in real-time, rather than months later after the damage is done.

3 Regulatory Body

FTC and IRS Publication 4557.

4 How to Implement

Use your cloud provider’s (Microsoft/Google) built-in "Insights” or "Security Reports” to review
successful and failed sign-ins.

5 Step by Step Instructions

1. Entra ID (M365): Go to Microsoft Entra admin center -> Monitoring & Health -> Sign-in
logs.

2. Filter: Filter by "Failure” and "Conditional Access" failures.
3. Location Scan: Look for logins from countries where you don't have staff.

4. Export: Export logs monthly for your compliance records.

6 Tactical and Operational Checklist

0 Weekly review of Sign-in logs performed.

O MFA challenge failures investigated.
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O "Sign-ins from unfamiliar locations” alerts enabled.

O Logs stored for at least 90 days.

7 Expert Tip

Look for "Risky Sign-ins” in your admin dashboard. These are users identified by Al as having suspi-
cious behavior, such as using a known hacker IP address.
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