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IRS SECURITY SIX:
Virtual Private Network (VPN)

1 CardinalByte Expert Insight

A VPN creates a secure "tunnel” between your device and the internet. In a world where accoun-
tants work from home or coffee shops, a VPN is critical to prevent "Man-in-the-Middle” attacks
where hackers intercept traffic on public Wi-Fi.

2 Why It Is Required

Protecting the path of data from the professional's home or remote office to the tax software
or office server is a core component of "Reasonable Security” under the FTC Safeguards Rule.

3 Regulatory Body

FTC and IRS (Security Six).

4 How to Implement

Choose a Business-Grade VPN service. Avoid "Free” VPNs which often sell your data. Ensure the
VPN is "Always On” when connected to any network outside of the main office.

5 Step by Step Instructions

1. Selection: Select a provider with a "No-Logs” policy and AES-256 encryption.
2. Installation: Install the VPN client on all laptops, tablets, and phones used for work.
3. Configuration: Enable the "Kill Switch” feature so internet cuts out if the VPN drops.

4. Auto-Connect: Set the client to auto-connect on untrusted networks.

6 Tactical and Operational Checklist

O VPN client installed on all remote staff devices.
O Kill-switch enabled.
O Staff trained not to use public Wi-Fi without the VPN active.

O VPN logs (if any) are monitored for unusual geographic logins.
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7 ExpertTip

Do not use the same VPN account for multiple employees. Individual accounts allow you to track
access and revoke credentials if an employee leaves the firm.



CardinalsByte | Expert Insight

CardinalsByte

Cybersecurity Compliance & Risk for:
Small Business, CPAs, Tax Professionals, Bookkeepers and Accountants

www.cardinalsbytes.com


www.cardinalsbytes.com

	CardinalByte Expert Insight
	Why It Is Required
	Regulatory Body
	How to Implement
	Step by Step Instructions
	Tactical and Operational Checklist
	Expert Tip

