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Operational Guide:
Safe Al Usage & PII Protection

1 CardinalByte Expert Insight

Artificial Intelligence is a double-edged sword for tax professionals. While it increases efficiency,
public Almodels (like the free version of ChatGPT) "learn” from the data you provide. If you paste
a client’s profit and loss statement into a public Al, you have effectively caused a data breach by
sharing PII with a third party without a secure DPA.

2 Why It Is Required

The FTC Safeguards Rule requires "oversight of service providers” and "periodic risk assess-
ments.” If your firm uses Al, you must prove that sensitive data is not being used to train public
models and that the AI's output is verified by a human professional.

3 Regulatory Body

FTC, IRS (Pub. 1345), and AICPA Ethics Standards.

4 How to Implement

Establish a strict "Human-in-the-Loop” (HITL) policy and maintain an inventory of "Approved Al
Systems” that have been vetted for data privacy.

5 Step by Step Instructions

1. Inventory Al Tools: List every Al-powered tool used in the firm, including built-in features
in tax software and browser extensions.

2. Data Sanitization: Before using any Al staff must redact all PII (Names, SSNs, Addresses,
Account Numbers).

3. Verify "Opt-Out”: Ensure that for all approved tools, the "Training” feature is turned OFF
so your data isn't used to improve the public model.

4. Accuracy Review: Every Al-generated work product must be cross-referenced with origi-
nal tax documents by a senior reviewer.

5. Client Disclosure: Update your engagement letters to disclose how Al is utilized in the
processing of their data.
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6 Tactical and Operational Checklist

O Strict ban on using free, public-facing Al for client data.
O "Privacy Mode” enabled on all Enterprise Al accounts.
O Staff training completed on the risks of Al "hallucinations.”

O List of approved Al use cases documented (e.g., Email drafting only).

7 ExpertTip

Assume every prompt you type is being recorded. If you wouldn't post the information on a public bill-
board, do not type it into an AI prompt unless you are 100% certain you are using a "Zero-Retention”
Enterprise environment.
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