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Technical Guide:
Antivirus & Malware Protection

1 CardinalByte Expert Insight

Antivirus is no longer about just stopping "viruses"—it is about detecting behavior. Modern
ransomware often bypasses traditional scans. You need "Always-on” protection that monitors
for suspicious file encryption activities. For a tax firm, your AV is the last line of defense when a
staff member accidentally clicks a malicious link in a "New Client Info” email.

2 Why It Is Required

This is the first of the IRS "Security Six.” IRS Publication 4557 states that you must "use antivirus
software to protect your computer from malware.” Failure to maintain active, updated AV can
lead to the suspension of your EFIN.

3 Regulatory Body

IRS (Pub. 4557) and FTC Safeguards Rule.

4 How to Implement

Deploy a centrally managed Endpoint Detection and Response (EDR) solution. Avoid consumer-
grade "free” versions which often lack the aggressive protection required for financial data.

5 Step by Step Instructions

1. Selection: Choose an enterprise-grade solution (e.g., SentinelOne, CrowdStrike, or Mi-
crosoft Defender for Business).

2. Deployment: Install the agent on every device that accesses client data, including home
computers used for remote work.

3. Configuration: Enable "Real-time Scanning” and "Heuristic Analysis” (behavior-based de-
tection).

4. Automation: Set the software to check for definition updates every 24 hours automati-
cally.

5. Scanning: Schedule a "Full System Scan” to run weekly during off-hours.
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6 Tactical and Operational Checklist

O Active subscription verified for all endpoints.
O "Tamper Protection” enabled (prevents malware from turning off the AV).
O Automatic signature updates confirmed via central dashboard.

O Full system scan successfully completed within the last 7 days.

7 ExpertTip

Never ignore the "Detection” alerts. Even if the AV says it “Quarantined” the threat, that is your signal
that your perimeter has been breached. Investigate how the file got there in the first place.
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