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Operational Guide:

Third-Party AI Vendor Audit

1 CardinalByte Expert Insight

If your tax software provider adds an ”AI Assistant” button, you are legally responsible for where
that data goes. Many vendors use ”Sub-processors” (like OpenAI or Microsoft Azure) to power
their AI. Your firm must ensure your agreement with the primary vendor covers these sub-
processors and prohibits them from using your client data for their own model training.

2 Why It Is Required

The FTC Safeguards Rule explicitly requires firms to ”select and retain service providers that are
capable of maintaining appropriate safeguards” and ”periodically assess” those providers.

3 Regulatory Body

FTC, IRS (Pub. 1345), and FINRA (where applicable).

4 How to Implement

Review the Data Processing Agreement (DPA) or Privacy Policy of every software tool you use
that contains AI. Search for terms like ”Model Training,” ”Data Retention,” and ”Sub-processor.”

5 Audit Questionnaire for Vendors

1. Data Isolation: Is our data siloed from other users of your AI?

2. Training Policy: Is our data used to train your ”Global” or ”Public” AI models? (Answer
must be NO).

3. Sub-processors: Which AI provider (e.g., Anthropic, OpenAI) is processing our prompts?

4. Encryption: Is data encrypted both ”In Transit” and ”At Rest” within the AI environment?

5. Opt-out: Is there a global ”Opt-out of AI” switch if we choose not to use these features?

1



CardinalsByte | Vendor Audit

6 Tactical and Operational Checklist

� Annual review of Terms of Service for all AI-enabled tax software.

� SOC 2 Type II report requested from major AI vendors.

� Verified that ”Training” is disabled in settings for all firm accounts.

� List of approved vendors updated in the firm’s WISP.

7 Expert Tip

Look for the ”Zero Data Retention” (ZDR) policy. The gold standard for tax pros is a vendor that
processes the prompt to give you an answer and then immediately deletes the prompt data from
their logs.
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CardinalsByte
Cybersecurity Compliance & Risk for:

Small Business, CPAs, Tax Professionals, Bookkeepers and Accountants
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