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CardinalsByte Guide:

Vendor Assessment Questionnaire

1 CardinalByte Expert Insight

Your security is only as strong as your weakest vendor. If your payroll processor or cloud host is
breached, your firmisliable. Vendor assessments are the process of verifying that your partners
handle PII with the same care you do.

2 Why It Is Required

The FTC Safeguards Rule specifically requires companies to "take reasonable steps to select and
retain service providers that are capable of maintaining appropriate safeguards” and to require
them by contract to implement and maintain such safeguards.

3 Regulatory Body

FTC (Gramm-Leach-Bliley Act).

4 How to Implement

Distribute a standardized security questionnaire to any vendor that handles, processes, or stores
your client data. Review their responses before signing or renewing contracts.

5 Step by Step Instructions

-_—

. Inventory: List all vendors (Software, Cloud, Cleaning Crews, IT).
2. Categorize: Focus on "High Risk” vendors who touch client data.

3. Questionnaire: Send a list of questions regarding MFA, Encryption, and Breach Notifica-
tion.

4. Evidence: Ask for SOC2 reports or ISO certifications.

5. Contractual: Add a "Security Addendum” to their service agreement.
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6 Tactical and Operational Checklist

O Current list of all 3rd party vendors.
O Completed questionnaires on file for all "High Risk” vendors.
O SOC2 reports reviewed for cloud providers.

O Signed confidentiality agreements for vendors with physical access.

7 ExpertTip

“Trust but verify.” Don't just take their word for it. If a vendor cannot provide a SOC2 report or a basic
security summary, they shouldn’t be handling your clients’ tax data.
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