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Strategic Guide:
Testing AI/LLMs for PII Exposure

1 CardinalByte Expert Insight

Artificial Intelligence is a productivity booster, but if a staff member pastes a client’s tax data
into a public LLM (like the free version of ChatGPT), that data is now part of the Al's training set.
This is a massive compliance breach.

2 Why It Is Required

State privacy laws and the FTC require "Data Confidentiality.” Using non-enterprise AI models
with PII violates the agreement you have with your clients to keep their data private and local.

3 Regulatory Body

FTC and State Privacy Regulators.

4 How to Implement

Create a strict "Acceptable Use Policy” for Al Use “Enterprise” versions of Al tools that promise
data privacy (like Microsoft Copilot for M365) and regularly audit the chat logs.

5 Step by Step Instructions

1. Inventory Al Tools: Find out which Al tools (ChatGPT, Claude, Grammarly) staff are using.
2. Privacy Check: Verify if the tool uses "Input for Training.” If so, it is banned for PIL.
3. Redaction Testing: Teach staff to never use names, SSNs, or addresses in prompts.

4. Enterprise Upgrades: Transition the firm to "Privacy Guaranteed” versions of these tools.

6 Tactical and Operational Checklist

O Signed Al Acceptable Use Policy from all staff.
O Public/Free versions of LLMs blocked on office PCs.

O Browser extensions (like Grammarly) reviewed for data scraping.

1



CardinalsByte | Expert Insight

O Staff training on "Prompt Engineering” without PII.

7 Expert Tip

Turn off "Chat History” or opt-out of training in the settings of any Al tool you use. Better yet, use a
local instance or a secure API that doesn't store your data.
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