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Operational Guide:

Locating PII in Your Environment

1 CardinalByte Expert Insight

Personally Identifiable Information (PII) is the ”crown jewels” for hackers. You cannot protect
what you don’t know exists. Many firms are surprised to find decades of unencrypted SSNs and
bank details sitting in old email attachments or ”temporary” desktop folders.

2 Why It Is Required

Regulations like GDPR, CCPA, and the FTC Safeguards Rule require businesses to know exactly
where sensitive data is stored. For tax pros, this is the first step in creating your requiredWritten
Information Security Plan (WISP).

3 Regulatory Body

FTC, IRS, and State Data Privacy Boards.

4 How to Implement

Establish a recurring data discovery process using both automated scanning tools and manual
departmental audits to identify data at rest.

5 Step by Step Instructions

1. Define PII Scope: Identify common patterns for your firm, such as SSNs (###-##-####)
and Credit Card numbers.

2. Structured Search: Audit your primary database systems, tax software repositories, and
CRM platforms.

3. Unstructured Search: Scan local workstations (Desktop/Downloads), email archives (Sent
Items/Attachments), and cloud drives.

4. Classification: Label found data based on sensitivity (Public, Internal, Confidential, Re-
stricted).

5. Remediation: Delete data that has exceeded its retention period and encrypt what must
remain.
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6 Tactical and Operational Checklist

� Automated PII scanning tool deployed on all endpoints.

� Email retention policies active to clear old sensitive attachments.

� Employee workstations checked for local ”work-in-progress” PII folders.

� Cloud storage (OneDrive/Google Drive) audited for external sharing links.

7 Expert Tip

Check the ”Downloads” folder on every machine. Staff often download sensitive client PDFs from
portals, view them, and then forget the file is sitting there in plain text indefinitely.
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CardinalsByte
Cybersecurity Compliance & Risk for:

Small Business, CPAs, Tax Professionals, Bookkeepers and Accountants

www.cardinalsbytes.com

3

www.cardinalsbytes.com

	CardinalByte Expert Insight
	Why It Is Required
	Regulatory Body
	How to Implement
	Step by Step Instructions
	Tactical and Operational Checklist
	Expert Tip

